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1. I XUCHIC

HASEF A 28R R HERE (DL, AR CPS &5, CPS : Certification Practice Statement)
IAREETE AN B ARFIEZNEE I 5 THARRIMZERNR) GO, ARRSRER EPES, )
OERBIREZEDZLEDTH %,

AGRRE R FEIT B I A EFEHE OF1T /7 8 N CHFIHIC B9 2 B TORE R R 0 B PKT
aal)e BHREEHERY >0 (BRI EE) kU TREEREGENLE PRI ESEER 38EEH ()
AEAHERY 20 (BAEIEE) 1ICHES,

(LUF. TORIEEE AR LS PRI GERE GEHE R 20 & TREEEFE AL PKIGEEER &8
FEAH (N KU ) ZHDE T THPKI-CPJ &5, )

3. A CPS BLL RO EITKAL TR E NS,

IETF/RFC3647 Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practice Framework

ISO/IS 17090-1:2008 Health informatics - Public key infrastructure Part 1
Framework and overview

ISO/IS 17090-2:2008 Health informatics - Public key infrastructure Part 2 : Certificate
profile

ISO/IS 17090-3:2008 Health informatics - Public key infrastructure Part 3 : Policy

management of certification authority

o, KCPS I FOXEZZIET %,
IETF/RFC 4210 Internet X.509 Public Key Infrastructure Certificate Management
Protocol (CMP)
IETF/RFC 6712 Internet X.509 Public Key Infrastructure -- HTTP Transfer for the
Certificate Management Protocol (CMP)
IETF/RFC 6960 Internet X.509 Public Key Infrastructure Online Certificate Status
Protocol-OCSP
IETF/RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List(CRL) Profile
IETF/RFC 6818 Updates to the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
US FIPS140-2(Federal Information Processing Standard) : Security Requirements for
Cryptographic Modules (http://csrc.nist.gov/cryptval/)
JIS Q 27002:2014 : [HHEA —F 2V 7 1 Fili—TElF 2V 7+ BHERDOR KD
DRI
BBV N OGRREEFICRT 275 CEK 1295 H 31 H 1EHES 102 5, RA&NE @ °F
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1.1

1.2

AR 26 4 6 H 13 HiEH#EE 69 5)

HEN N ORRREERIC B 215 TR CPR 183 H 27T H I - 1E%S -
WHERADE 2 5. WAAUUE DR 27 4F 9 A 8 HIRIKE - 15 - RIS EELTE 1 7?)
BN M ORRREEFIC BT 21 E D S RPERRREEB OREE IR 2R CEAK 13 4
AH27TH A - EHE - RSEEGERE 25)

MR

AFEERE. THARMHIMSESER  HPRIBZHGEHE) NT THASEAE SRR HPKI
FRAEH (N REAATE ) 28t L. HASEAEARE 2 U & 2 FF0ME SR ER O A5 10
U CEYHNBGEEHE (DUT, BRHGEHE EES) KT, FRAEHABBEREAE (LUF. 38
HEEHE &S, ) 2373580 TH 5 (DL, BXAHEHE & R85 HaREE 72 XAll7Z&R < S

BEE TIAEREHE ] &S, ) o ARFSEERDFEIT LICBFAtiHE . EATHERICK > TH
EENT RMEEREAE PRI BRAREHERY > KT TREEZE AT PKI
Rl RRREAH (N BEHHERY ) ICHEDE, AL Z O CERS)E M — R B
DIF5NB T &ZitiHT %,

o, AR OEFREHE (BUF. CAREAE &S &, BAI7 & HPKI )L— b agEtR
MEFITEN, ARRERIEIAFAHEORIT 2179 6

X EDL &R

AKRF a2 XY boYMz THAEFEEZERERRE] &35, Gk, AERREE. TR
{2 PRI GERER  BRHREHERY &) RO TR EE AT PSR 385
H N GEHERY &) ICED S NTERREEMEFIFE (Certificate Practice Statement, LT CPS
EWVD) M4 T B,

ARRF 2 AV RO, FEEEHEE FATH 2 HAESIM 2R CMAZHEOA 7Y 2 7
R ZLL R DD £9 B,
#£12 A7V 7 MhlT
£ F5 FT7T 7 M4 F 7T MEknF
HASE Al Japan Pharmaceutical Association 1.2.392.200311

EI Z'K;?e IJEﬂiKDL uﬂz%

JPA Certification Authority (JPA CA) 1.2.392.200311.100.1

H AR Rl 2 R ik o) 3 H
FirE

JPA CA CPS

1.2.392.200311.100.1.1

B AL

HPKI E4 A= R Y &

1.2.392.100495.1.5.1.1.3.1

Copyright HAFEARIZ All rights reserved.
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HPKI E# 7 A b HEEBHERY &~ 1.2.392.100495.1.5.1.1.0.1

RO FHRERH HPKI GZaEH (N) GEAZERY &~ 1.2.392.100495.1.5.1.2.3.1

HPKI %7 A R (N FFBHERY & | 1.2.892.100495.1.5.1.2.0.1

1.3 PKI DE%E

ZIKCPSL;t AGRALIRIC & D Ffli S N DB FRENERIT M CRNEBICET E NS, e, K

PSRERIC X D FEITEN B R TOEFAIEIFICIIA CPS WEH E N %,

1.3.1

1.3.2

1.3.3

1.3.4

woalt Rl
aRiE)E (Certification Authority ,CA) &, ¥€17Ja) (Issuer Authority ,IA) & EEk)E
(Registration Authority , RA) ZZ OREREZE L U, HAKFIMZIC K D#EE I N5, HL,
A CPS DSt N CME NGO B E /BN 2 RS, EBIIRICBI T 2 H1E, £330 %
O ARDT T & CRRALEBD 2Rt 5T LN TE 5,

17

FITRE, Sah 5 OEFAEHERIT. KDL 22T, ETFAtHFEOFRIT. KIND3HE
2119, iz, FRACEEHFELRY A b (Certificate Revocation List, CRL) Z{E. FIT
T %, KB, A CPS DT N CENERO B EFZIH N2 RIS, B2 DT LT
FATIRZEFDO NI R ZRGETH LN TE %,

FEkR)
i, BRI EFREITHRRE D O OB FAEEOFRIT. KO HREZ AN DXEBZ1T S,
7o, BHEFICBO T OEY AN, FRiBE OB FAEHEORZNZIT5 D LT %,
B35, A CPS DT K OHNEHRDBIE AR N2 ST, BRI 2 HEH, £l
2D 2209 T & THIRREBO G2 ZEitd 5T LN TE S,

MA
IMAE &id. ARFEERICE FEAFEORMMHHE 21TV, B ratEZUE LR 2 A%z
9, MABEDOHPHIIRD LD &9 %,
SEH il
BB, LROENZTDOHET HEBICBNTEALZITOHAIKE,. [Z0EKEZAEL TV
& ZREHFICEER LA U R 50,

Copyright HARZEAARZ All rights reserved. 13




1.3.5 MRGE#H
WGEE L3, AR FIT URBFEREE L, 7Y Z)VEL 2 NG E O 2B

B CHELES 2 H TH %, MALHIE. A CPS ODNEICDWTHEL., A L7z ETHHT 3L
DET B,

1.3.6 ZOMDORRE
HE L,

1.4 FEAZEOMEH T

1.4.1 TEYIRAEHE O]
& CPS TESH B MAFZHIAEZ. KICEDBFIFHHRICOMIFTE %,
(1) BHAGEHIE | RSSO AL T — © A5 EE OB MEEH
(2) FRALFIRETE @ REEE S ORI SetE ) B 5 — © AR O FRAE

1.4.2 LI NSREHFEOMEH

A CPS TED B IMAEFIFIZ, A CPS 1.4.1 i@@]tt%ﬂﬂiODﬁi}ﬂJ TEDBZHBTDH
MHTZEDET S, TNUHNOHBRTOMHENIGE, AR —YOEEZEDZN

tDLI B,

1.5 KUY VEH
1.5.1 XEZEMT 2 HEK
K CPS OEMHEKT., AFLRLRTED 5 RIS EE =] 9 5,

1.5.2 WEbsi
A CPSICHT AW EDLREEELLFDEIICED S,

(F&HE5]
A D AR S BRSNS
ZA TR DOJRHL AEHDSEEH WUERH. RIS ZER <)
10:00~12:00, 13:00~16:00
EEERTiSs] © 03-3353-1170
FAX %5 : 03-3353-6270

e-mail 77 KL A ! hpki@nichiyaku.or.jp

Copyright HAFEARIZ All rights reserved.
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1.5.3 CPS ORV VG ZIET 2H
A CPS @ HPKI-CP "D G2 IRE T %5 BAEFHEDRET S [T
I BT B AR ERAL R O ¥ & EE B9 2 HMRE#] TH S,

1.5.4 CPS ﬁ%ﬁ%fﬁ%
A CPS d. AR EES#HTEA L., AR EED KR

1.6 E#& L

(B~~)
— 75147 (Archive)
B AEFHEDOFET « I B E0EP. FRRERD Y AT LEHICEL Bl EF 2 RE T 5 C
Eo

577 )30 XL (Algorithm)

He it 1EEICE. FHCR 3 2 DDOREZMES NS & 5 5ICHFE Uitz v 2 o
s (FAVE#NES) HdH 5, AiElcid RSA, ElGamal B55. MRS G END D, %BHIC
K EBFEHED DES RTEHT L DES D%kl LTiRE -7 AES R EWH 5,

E5TEY a—) (Hardware Security Module)
AR REIHES 2 Z 2 VE U, RV ERRBEREOE S EZITON— Ry 2 7 XidV
ThI27DEY a—)b,

IV RLYT 47+« (EndEntity)

AEAHE DRI T GRE O, BT ZE L TCWAFEE (2T 47 4) T KB
HEFHTZED, AN, Hfk. 7NN X, 7TV r—307x8)

B, BAHRIE Y Ry T 0 T o i EZE Nz,

47T 7 Al (OID : Object Identifier)
F 7T 27 NOFERNZITS Tesd, ATV 7 MCBEMN T BN —E IR E,

W e (Activate)

H2BXR EOMAICHTNT S5 ENTERNEICTZS T L, i, fTEATHI L%
JHEIEIEE WS,
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#E (Key Length)

WF—RZOY A X, 7)) LLIHATT B, BEEROBE T RICHOEIICE > THhE
%, HEFIRINIEVIZ EMHNEICR 2D, 05 Xy — V2T 2 BEDORE &
WA XIICED, [HROMEZ HETS > Ty Rt B2 N 2 080 % %,

HDOFEFE (Key Escrow)
B ERECIRZTRRET A 2 &,

7 (Key Pair)
A & ZISHIST % s ONT,

MA# (Subscriber)
PR BRERED =D DFEHFFHEEZFITEI NS H,

INAE LR
AGRALIR A BINAZIT N UTHRITE NI RFEREHZE DO C &,

fa5a1t. (Compromise)
A B OME RN EH, k. RFCK-> T, TOMEMEZKS T L,

#ialr# (Relying Party)
MGiEE L&, 7Y ZIVBLORKGEECHWS,

Bil#d (Public Key)
EHEXHC 28T, 7Y ZIVEZLOREEIC N5,

INBH#EEERAE (Public Key Certificate)

MMAZEDAF L N2 S U TR OEIEEZ AR 9 5 REHE T, HI#GREHEICHYS T %,
BAEIED 5 WIFBICEEHE & V0 5 o RNHBEEIEFICE., AR OMAEER. LHE. CA
DOIEH. T OMEEIHEOFHMAIEN G E N, CA DBEXLIIENS,

HO &4 ZE (Self Signed Certificate)
PR HE DT DICHI TS 2 ETREHE, BITEREMAEBEXRDRILCTH %,

%N (Revocation)

Copyright HARZEAARZ All rights reserved. 16



ARHIRATIC, IS OBH (- k% L) ICKDEFRNEZENCT S & EAN
I, AADNDSOHFICK DM, BEFFCIE CA DHIMITRINENE L H B,

FAEHE (Private Key)
INBHBEE R B8, WNEET . ANICRNAEVK S ICROFMEE LI NVEHRT %, FEHT
BHLEEDOX, ZNUTHIST 2 RHETOHRGEENFTEETH %,

AERHEZERN Y A b (CRL : Certificate Revocation List. Authority Revocation List)

KR UIcEFREHEZEDOY A |,

AFLRERNC BN TR, IMAFIEHEDORLY A MY CRLICGHEH SN, HEBAAHENR Y
7 CAGEIAEFFEDOLLN ) A RV ARL ICEEH# E NS,

REPAE R TEK (CSR : Certificate Signing Request)
HEEE D OREERINCE PRt ERI T2 KD 5 1 DER, B REHEZERK T 272Dtk 7k
BIHMT. TONFICIE, HEEEOMEM, Y—17 FL A, RNHA#RGEDHERDEENS,

AERHE R >~ (CP : Certificate Policy)
HBEOYF V7 B 2wz L, FEDIAI 2T 4 MO/ XET7 TV r—>a>Dr IR
DR ZIRET 5. HEift I ENTREDES

FAGH
AorlL e (S R FREIE ORI Z HFE 9 2 FAD T Lo

H 1234 (Electronic Signature)
NEDOIEYEZIRGET 272D T 5N 5 EN . NFHEESZEZFH L, HENA
}\’CEE% TR TAHELBIC, HRMVEEBRPICHE SN TWVWARWT EZIEAT S 2 &N T
BB S S A W TERLIEBRIET Y VEREE VI,

%ﬁﬁ (RA : Registration Authority)
AEHEFITOHGEEOARNZRA - L. T & UTBERESZ1TH B, BEREE. 3
EE)%@%HE@ I, —HROXEHZITI . At T 2Y 7Y =7 b DFRAI & ANHERRREIC EE&,\
MW, ETFREHFICEA LD, BITLEDIE LAWY,

Ul
s}

aRalEJE (CA : Certification Authority)
AFAE 278179 8B, RRRERIE. NFEDEEWR S ARANDE D TH % LAtIHATRERE
:%1%%55’6\ WNIE, WIS D EFHTE R TN A S R0,
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AFEGEEFE (CPS : Certification Practice Statement)
FEHESR Y NHDWZERRERE I OW T ORESE, iR E FRIHEERITT 5 & X
PFH T 2HERICBT B ERIAE U THEN T BN 5,

ik in =

ARREEES ARG D 5 B, BEEEBHRIEOADRE S NIER VD, BEEEBTRE &, n
ABZDEGFHAR, IAZEN D CHHHEZ XY > a— R3 589 1 RO X2 1 D,
INA T — RET AT % BV 2205,

BRI E
AGRRLR Tl MMAFEHERITE DD ORE LT HERICH U, BilHEFEELE VI H
) V2 LA

AT A
SRR (BB OMER U B IV 2 T FRH BB O ORHI AaEE
KRS, 1272 L. BEEEHTRMOADEE S N2 BEER L,

#1717 (IA : Issuer Authority)
AEBHE DIER « 31772 £ & UTHRITRB 217 2 8B, IR, flRtROEED S 5. —
EBDZEIR 21T o

Ny > 2 B3% (Hash Function)

EEOEEOT =2 LEEREDT VX LisEz KT 551851k, R UTEE Ty a
il EPEEND, Ny Y aflild, Ny Y a @M SO T — R MR TEEV—gmte, ik
2 DDT—EZNS[E—D/N ¥ fENVERE NS EZMEDREETH 2 &5 EEZFFD, TOM%
BT —R2E2ET BRI, BEROER LTy ¥ i ZERTT—2D/\y ¥ 2 {i%
K& Tl 7z Ui Uilidg N —8d tud, 7— 2B ERH TS A SN TWERWT E DR TE
2o

7a7 7 A )l (Profile)
AIERHESORERHE AN ) A MICEL#ES 2 FHIEN GRS ORI /it 2 € 1=t D,

VRY MY (Repository)
AERHEE N ORERAE RN ) A S Z A8 LSBT % 77— 2 X—X
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U > RIS

CA B7Z g 2B, HLWVACEARHE (NewWithNew) & iR D CASEH LWL
HARD CA BEAT) 2 72DICFHITE NS B FAEHE, V > ZiFHFIC K > T, XD CA
W B EFREIAE 27T E N5 M T OREIAEMGEED T RE £ 75 %6

UV ZREHFICIE, FTLORHBIC O AAVE T E S UTZEEHE (NewWithOld) &, dioa
FHECHT LM B CE % L7CAEAE (OldWithNew) Wb %,

J— T CA (Root CA)
Ké}%’ﬂ‘ﬂ@nb nE%LLL-;FDb\T Ké@o)ﬁii{lcu{i%—é—% Aty nﬁ)%'o) (@ & ‘FLLLL-):"d—é nunﬁﬁ@/\
PHEEEFIHE ORI T, KB T %, ARALRICBIT 20— CA . BEAYE#4 HPKI )L— b

FI [N DEE)%' b\ él ‘a‘ 5
(A~17)
ARL (Authority Revocation List)

AEERNY A 2B RO L,

CA (Certification Authority)
nu\nﬁ%;&ﬁﬁn@ C k

CA G =
ASRERRIE R U CHITE NcE RS, ARALRICET % CAREEIX. HEERIETH
%o

CP (Certificate Policy)
FEHERY B b,

CPS (Certification Practice Statement)
PRIz RO C b,

CRL (Certificate Revocation List)
FERHEENY A bSO T L,

CRL #ik
AL RN GRS, FRAERIAFEITd % CRLICGH I N TV AW 2 d 5 C L,

CSR (Certificate Signing Request)
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AEIEFRITEOR 2SO L,

DN (Distinguished Name)
X.500 BUSIC BN TED SN Tk, X.500 BIE TR+ 2EdT 2 2 LIk > T IMAH
D—EZMZRET 5,

FIPS 140-2 (Federal Information Processing Standard)

FIPS & 3 KEREF I HRUPEAE T, FIPS140-1/140-2 FFEEALEY 2 — Ve R E L F
2 VT EHZHELTZE D, B Fa VT 0 BHCHLUTAEREOEF 2 7 0 LNV (RIK
LA I~ LNV 4) BED TS,

TIA (Issuer Authority)
FHITRzZRO &,

LRA (Local Reception Authority)
M2 RzSRoc &,

OID (Object ID)
FT7V U M EZRO &,

PKI (Public Key Infrastructure)
PSR, RSN S LT W S IS Eh 2 SRR R MV A SR E 23 7 L. T Dk
H&EZHWTES “BiGE. TS 5. BEEZ alRelc I 2 1A,

RA (Registration Authority)
FikRzZRo &,

RSA

INBHEERE S 5D —D, Rivest. Shamir. Adleman D 3 ZlIC K-> THEIN., TDXuix L
> THMT BENTz, BEREEBOZRNBBOREMES ZHH LIz DT, NS OEME L L
TEK LTV,

SHA (Secure Hash Algorithm)

Ny Y B O—FE, SHA-1° SHA-2 EAH D, FEOEXT DT —2ZM 5 160bit ¥ 256bit
HEEDOEXOINY Y a iz lERT %,
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X.500

ITU-T/ISO WEDH =T« L7 b U —E RICBT % [EFREEE,

X.509
ITU-T/ISO AVE S 7278

AFIHE N CRIERAZE SN ) R M ICBE 9 2 [FEBRFEAE, X.509v3 TlE, &

AR E ISR 2 7 C. B A A E ORI THE DB OFHZBINT 2 2 LN TE S,
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2. REKRGYRY Y OEMT

21 URY MY
URI RV, 24 K5 365 HIEHMH AR E D& L, WICHERHICRTENSEDET %, H
U, VAT LSHERFIC KD TOIEIRNFAMN Web U FETEHIL T, —KIC(FIEd 2 C
ENH B, Fiz, /—ﬁ._ﬁt: ERTBEVLEIE. FRICHEMTEAVSEELH 5,
UARY bV, RRER OREHE & RIEHR & OINAE ORI ERZ R R %,

URY B Y RCHRAFH Web ¥ Md. LANIRY URLICTARMEN S,

(1 URI Y
AFRRER DRENY) A b Rl e LLRICECET %o,

Al AR 1] URL

SHA1 X http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
B HEE]

SHA1 X http://crl.pki.med.or.jp/repository/crl/crl-auth.crl
AL FH RIEIH =

SHA256 X bty http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
B R

SHA256 X bty http://crl.pki.med.or.jp/repository/crl/crl-auth2.crl
It F AR &

(2) 1TEHLFIH Web Y1 b
http!//www.nichiyaku.or.jp/hpki/

2.2 FFAEEHRO NG
AT T LU FOEHRE Y EY b U 5250 HABH Web ¥+ R ZFIH L TAT %,
(D URY Y TABE NS IEH
LUFOH#ZE Y KD VKL, 2T 5,
CA FFHTE
CRL

(2) Web ¥ b ETREENS IR

DU OEHRZ SN Web ¥4k ETRBT %,
A CPS
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FIF AR
EUNEE RIS YEa)
T O, ARRALRAEE A &9 5 H ke

2.3 RHADKHAXIEZ DIERE
A CPS 2.2 GEIFHIOLNH (1) YRS MY TRHESNSEHR] TEDERIE. HRO
ZHEDEE L TH S 24 FFEDINICET SN2 E DL T %, iz. ACPS 2.2 AEHEHHROLR
il (2) Web U b ETRHESNSIER] TEDNEGRII. [FWROZEHDHEE L TH SHRMIC
HHENsELDLT %,

24 VRY FUANDT 7 AEH
AGRRER DY R b R OTERNBIH Web 1 MBI NERIE. 72 —F v Mzl
UTRMEE NS, &I, DEERIEIMAE R UHREE ISR U TIEFHRARDEHE LTRMT %,
REEHRE. 2=y MR EDBAZEVEPMCIEE NS ED LT S,
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H%BIJ&U IIIALM:I

3.1 &HRE

3.1.1

Ry Ny ik

AFRERIMWNFI TS 2 EFREHFICHEHINS T TV 2 7 FREIMAE R £ T %,

IMA# £ X.500 @D Distinguished Name (LA K, DN &EFES, ) ZfiHT %, (RIEIEHREE
fk77 %7 PKI Tld, ClX JP &9 %, £/ CommonName [JMHT, IMAZDKY (O—<7
Al BR UYL E ORI S 8 A 5 F 25l T 5,

P ERZ D T & DORENE
AFRRER DT % EE AL E OMEXERR A & BRI K> THfEE N, EHENh D XS
EROHZLDET 5,

IR DRSPS 4 M
BE L7au,

4 B INE 72 IR % 7o D IHI
YR RIRT 5 T2 ORANG, A CPS 7. GtHZE & CRL/ARL D717 7 A )V ] IS,

RO —E

AFRER DTS B EFAEHEOIAE % (subjectDN) &, AGREEHRNT—RICT 5728
U 7I)IVES (SN) 288, o, ilitROHH (ssuerDN) (&, CrRIEEEEFEEMETE PKI
NT. Ailitfaz—RItELRTEDTH 5,

Aok Ronl M O RRR O E]

FAREAE I DMERIC DV T ﬁﬁ%%ﬁ%ﬁ%f@%ﬂ&mﬁ?%%Q&ﬁé HL., A%
AERIEHHHFEICB N T, HEEHEICE T 2 EHRICHENTEN TV R 55, SmbiEz A
AEIFICRCR T 2R ZHT B ED LT B,

Ko, ARGEREREITIS UL RIS Uy RSB 2 HEE O N HIE O R H
ZRDBENTE S,

L
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3.2 #IEIDOARNVERERR
3.21 WMEHROMAZGET % /i
AR & AR R ThIA S N BH#E & IMAER A B2 T %0 T DIAE RNz & 5
IMAG NSRS T 2 IMABRE RO ZAlHT 2 I AEREIHE 24K T %5, ERE Nz
MAGEREIAE & A SR FORMEA (DU, TREIAERNEA ] SRR, ) ISR
%o
AFRRERE. IEYEIMAEICIASEERZATE S 5725, JFAIE LT, RAFRESZHE
i CREpIIBRY) IS TEGES B, £z, FEHEFEHEAD PIN (&, IAZIC TEE T % 7o DA
JR S IAFZICHR LT PIN ORXHITH R,
HEEGE D INAE N & IMABRE R Z BT 2551, IASERBHEZ IR U CAREER
R UREFHE R TEOR 217 9 BR. NBASRGEERAE & FAE#E & DXL ZREIAT % 7zl FRaERD
5DF ¥ LB ZITO, IWEROFTEZIIAT 28D LT 5, HEWVITHGEENMRHL
FAEBHERITEDR (CSR) OBAMGIFIC XD, IEROMEEKERTZEDET 5,

3.2.2 MO
HELxw

3.2.3 fHADGES
AFRRERIC B FREHEH ORI HEE 21T 2 AL, BrREAE ORI B, ROV
DIFETHHDOFEME, AN, BEEEEN CEFRERSITE OFRZHFRHICFEE LR T
5V VEHCHWAEFHEICOW TR, AR D E D, BERRELZEDOEDZHNTIE
A SPAQAN
BB, AREFER T, Rl TEGAIC K255 7z Dimic K2 855 DA OHEEIEER
BIFN,

(1) BIXIC K 2 G
AFRRERICEFREFE ORI HHREE 2T 5 M AE. L FOFEHZEERRICEIXRT %, 2L,
RELANIC K B R IERRD R,

A N DFAEN:

AEIE QMM HFEEZ1T S MR, ERE (REEMMERFEZEZE, UM b8 T
FRHELTS) OFLUICHRA T, FITHESICEZEAD T4, EEAH. WAl EFT
(AR, EA 4 REWS) ZRdl AL, BEVRICEHXT 5 C & TRAEMDGEE LT
375750,

BB, ERFEOFLOARMIMBIITHEID 3 y HUANET %, HLU., 79 2R
HEADNERIARZERT T3 581, TN2EBET 5,
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fld NDA NN
AL EOFHHEEZIT S A, RICHET 2 FHOWIT N 1 AOEE DY 75 2¢
BRI ERE U COSRRICERX 5 T & TARAMEDGEZ L < TIRAB W,

(EBIRIC K B FRESIC I B AR NPEDTAE ]

- HARREfRZF

EEATRE CEIREEREE 230, LUN, AbE CHEIRRETILE %)
(EREAGRAI—F (BEAMADED)

MINESH— R

- BRTRES S GRO B AP IEERADEEMNOE D)

- SRR E RS AL

A N DREHIE FHEF DORD
B AEEOF M HEEZ1T S A, HIESRGEIHE 2R A T, FTHIGE ISR Z 7R
F19 % C & THFHETIANDHRERIEZILAE UK TR 5780,
T, HIESEGEHEOARAMIIFEITHE D 6 » AN E T %, HL, FE(T79 55
NHFEDERIIRZ R T 2551, ZhzeBkd %,

[E SRS AT DALAL
B REIEOF MG Z1T 5 A, SEAIRREREOE G 2 B ICHIX T 5 2 & TH
FKERGFTH DAL Z L7k < TR B AW,
C D, FEAIRIGETAE DM GO M A 22 SR 2 PR U T FIES Gt & 2R 2 C
X LA TR AL AW,
T, FEHIRGEFREOEMIC, HHERED D 255 I3 BB EE L, RiDEE LA
RIS, TEHAZERNC A Z R L, RSO TEE La < TR 5730,

(2) XfMHIC K% HEE
AFGERE, UFOFHZERHICFRZ T2 L, £, ZNEFFOHECK D, K
TOHGEZRD BHAaND %, 72U, RBEANICEK 5 HEIEED R,

fE N DFAEN:

BAAEHEOFM 21T S AR, (ERFEOG UICRA T, FEITHEEICYZEAD
HAR 4 iead AL, BERICHRINT 5 T & TEREMDTREZ LA TR 5%,
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BB, ERFEOFLOARBIMIBIITHEID 3 y HUNET %, HLU., 79 250
HEGENARIARZ T T 55E1E. TNZ2EET 5,

fld NDA N
BAEEOFHHEEZIT S A, RICHET B FEHOVIND 1 fizHWT, KA
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) A&, RSAEncryption (1.2.840.113549.1.1.1) Td 5%,
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7.1.4 FEIOIEX
AFRRERN T B BB FAEEICB I 2RENEIF, K711 DD TH %,

7.1.5 ZhiHE
s,

71.6 CPA 7Yz F#lhlr

ARESRERFATY 2 B U HRENE M ORI E DA 7Y = 7 Ml ri&, & 1.2 D@D

TH%,

71.7 KU HRbEEE
i LAu,

7.1.8 KV BT ORI TR
BE L7au,

7.1.9 FFHERY SHEEET 4 — )V ROHH
HPKI-CP O 7Y = 7 b+ =T %,
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#£17.1.2 SHA-1MSESH CAGAE 7T T 7 A )b GEATEED

HH RE i

Version Ver3 £ 9 %,
SerialNumber [ —RRRE R FEITS BaEHENTLI=— VRl L %,
Signature shalWithRSAEncryption
Validity

NotBefore F¥ITHER (UTCTime TiXET 5,)

NotAfter thisUpdate + 20 £ELL N (UTCTime TREY %.)
Issuer T DIMEH T %i o (CountryName (& Printable, %

NLANE UTF-8 Tadihd %)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

MHLW HPKI Root CA

FTH T DRI T %, (CountryName /& Printable, %

Subject NLISHE UTF-8 Ttk 3)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

X|xX1O OO0 O 0|0 O |0 O O O] O |00|0]0l0|0

CommonName HPKI-01-HPKI_J- forNonRepudiation
SubjectPublicKeyInfo

Algorithm rsaEncryption

SubjectPublicKey RSA B (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions O frokiEE (R 7.1.3) B

HZHD, O] FE. TX] ERELEWT EEERT,
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# 7.1.3 SHA-1 #f)5 CAGFIHE a7 7 1)V (JE5EfEIE Extensions)

HH 4 AiAH Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEHEORBE#D SHA-1 /Ny & 2 i
) PR TFDHMERHT %, (CountryName (&
authority Certlssuer O | Printable, ZNLBNE UTF-8 Caikd )
c=JP
drecorsame | 0| o Mty e Labourand Welfr
ou= MHLW HPKI Root CA
authorityCertSerial O | EAEEHFEDO T U 7 IVES
subejctKeyldentifier O | TOREHEDOREI#D SHA-1 7Ny ¥ 28 FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O ﬁ‘?ﬂl?@?}@@ ERAR (Countryli\fa}me &
Printable, Z1 U543 UTF-8 Tadikid %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
iléleiflotlirgleljesource O | http://hpki.mhlw.go.jp/repository/rlist/sarl.crl

Copyright
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subjectInfoAccess

X

authorityInfoAccess

A

FALSE

EZHo, TOJ ERE. X BRELEZVWT LEET,
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£ 7.1.4 SHA-1GHGEEEEH CAGEAE 7T 7 7 A )b (GEATEED

HH RE i

Version Ver3 £ 9 %,
SerialNumber [ —RRRE R FEITS BaEHENTLI=— VRl L %,
Signature shalWithRSAEncryption
Validity

NotBefore F¥ITHER (UTCTime TiXET 5,)

NotAfter thisUpdate + 20 £ELL N (UTCTime TREY %.)
Issuer T DIMEH T %i o (CountryName (& Printable, %

NLANE UTF-8 Tadihd %)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

MHLW HPKI Root CA

FTH T DRI T %, (CountryName /& Printable, %

Subject NLISHE UTF-8 Ttk 3)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

X|xX1O OO0 O 0|0 O |0 O O O] O |00|0]0l0|0

CommonName HPKI-01-HPKI_J-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA B (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions O frokiEE (R 7.1.5) B

HZHD, O] FE. TX] ERELEWT EEERT,
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#£17.1.5 SHA-1 XGEEEEH CAGFHE YT 7 7 1)V (BiaEfEE Extensions)

HH AR At Critical
authorityKeyldentifier O FALSE
keyldentifier O | ENFEEHEONGA# O SHA-1 7Ny & 2 fifi
. BT DIHMEHT %, (CountryName I
authorityCertlssuer © | Printable. ZHLIHE UTF-8 Talikd 3)
c=JP
. 0= Ministry of Health, Labour and Welfare
directoryName O ou= Healt}i’Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | KGEEHHEFEO T ) 7 )IVES
subejctKeyldentifier O | COREHEDORBH#EO SHA-1 /Ny ¥ 2 fl FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyldentifier O
| certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
| cPSuri O | http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O FTDIHMEHT %, (Countryl}lange [
Printable. Z1LA54E UTF-8 Tadibd )
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
}Jéléfl(ggefiesource O | http://hpki.mhlw.go.jp/repository/rlist/sarl.crl
subjectInfoAccess X -
authorityInfoAccess AN FALSE

#FHD, TOJ IEERE. 'X] BRELEWT EZ2EKT,
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#7.1.6 SHA-1 XHoEMHGELEHE T T 7 1)1 (AT

HH BRE AihH
Version O | Verd &9 %,
SerialNumber O | F—fSERMNFEITT BatHENTLI=— I Rl L T %,
Signature O | shalWithRSAEncryption
Validity O
NotBefore O | F¥7HE; (UTCTime TRET %)
NotAfter O | thisUpdate + 5 4ELLF (UTCTime TiRET %)
Issuer O T DIMEH T %i o (CountryName (& Printable, %
NLANE UTF-8 Tadihd %)
CountryName O |[JP
OrganizationName O Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O | HPKI-01-HPKI_J-forNonRepudiation
Subject O ﬁ*yﬁﬁl?@gjﬁﬂﬂ ER %; o (CountryName (& Printable, Z
NLAHE UTF-8 Tadihd %)
CountryName @) JP
OrganizationName O bu)\%?\\%ﬁg%@%@%égﬁg X
ZTDHHIEHERH 20— F Tk
OrganizationUnitName O bE]))\lr%;e?t\f J)%gﬁ%fﬁ g;é%g BB
CommonName O | MAZDRHDT —F 250K
SerialNumber O | FEAIEmAA R 5 75 £ 25l
SubjectPublicKeyInfo O
Algorithm O | rsaEncryption
SubjectPublicKey O | RSA 2 BH#E(1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | ek Gk 7.1.7) 2

xR, TO) »E, TO) BHIcXoE, TA) A Fvay, T'x] BERELEWT EBET,
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#£17.1.7 SHA-1 MSELHAIHE O 7 7 1)V (LEEE Extensions)

HH R E Fi] Critical
authorityKeyldentifier O FALSE
keyIdentifier O | ENREAFORFED SHA-1 /Ny & 2 fH
. HTDIHMEHT %, (CountryName 1
authorityCertlssuer “ | Printable. ZHbUHE UTF-8 Tiihd 3)
c=JP
drecorName | O | o7 Mty f Hel Labour Vel
ou= MHLW HPKI Root CA
authorityCertSerial O | ENGEEHFRO DU 7 VS
subejctKeyldentifier O | TORFHZEORE# D SHA-1 /Ny 2 28 FALSE
KeyUsage O | nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O | http://www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes @)
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?élgiig;?efiesource O | http://erl.pki.med.or.jp/repository/crl/crl-sign.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TOJ BFRoE, X FEELRNT E2EKT,
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#7.1.8 SHA-1 XHGERREHGEHE 707 7 A )b (AT

HH RIE AihH
Version O | Verd &9 %,
SerialNumber O | F—fSRERMNFITT BatHENTLI=— I Rl L T %,
Signature O | shalWithRSAEncryption
Validity O
NotBefore O | #¥¥7HE; (UTCTime TRET %)
NotAfter O | thisUpdate + 2 4Ll F (UTCTime TiRET %)
Issuer O T DIMEH 3‘%; o (CountryName (& Printable, %
NLANE UTF-8 Tadihd %)
CountryName O |[JP
OrganizationName O Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O | HPKI-01-HPKI_J-forAuthentication-forIndividual
Subject O ﬁ*yﬁﬁl?@gjﬁﬂﬂ @‘%; o (CountryName (& Printable, Z
NN E UTF-8 Tadikd %)
CountryName @) JP
OrganizationName O bﬂj\%fiﬁ%ﬁ@%@%@%ébig\g
Z DY EIRH R 2 10— Tadik
OrganizationUnitName O bE]])\lr%;e?t\f J)%g)z%;’%ﬁ g;é%g BpIR
CommonName O | MAZDRYZ 0 — < F 250K
SerialNumber O | FEAIEmAA R 5 75 £ 25l
SubjectPublicKeyInfo O
Algorithm O | rsaEncryption
SubjectPublicKey O | RSA 2 BH#E(1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | ek Gk 7.1.9) 2K
Ko, TO) . TO) J\AICKORHE, AL ATvay, X @ERELENT EEZERT,
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#£17.1.9 SHA-1 ¥GEEEFHEEE a7 7 )V (JE5EMEE, Extensions)

HH R E Fi] Critical
authorityKeyldentifier O FALSE
keyIdentifier O | EAREAFORFED SHA-1 /Ny & 2 fH
. HTDIHMEHT %,  (CountryName 1
authorityCertlssuer “ | Printable. 2N UTF-8 Tiihd 3)
c=JP
drecorName | O | o7 Mty f Hel Labour Vel
ou= MHLW HPKI Root CA
authorityCertSerial O | ENGEEHFRO D) 7 IVES
subejctKeyldentifier O | TORFHEZEORE# D SHA-1 /Ny 2 28 FALSE
KeyUsage O | DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O | http://www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes @)
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?;giig;?efiesource O | http://erl.pki.med.or.jp/repository/crl/crl-auth.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TOJ BFRoE, X FEELRNT E2EKT,
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#£7.1.10 SHA-256 3IoEBZH CAGFHE YT 7 7 1)L (EAHE)

HH RE i

Version Ver3 £ 9 %,
SerialNumber [ —RRRE R FEITS BaEHENTLI=— VRl L %,
Signature sha256WithRSAEncryption
Validity

NotBefore F¥ITHER (UTCTime TiXET 5,)

NotAfter thisUpdate + 20 £ELL N (UTCTime TREY %.)
Issuer T DIMEH T %i o (CountryName (& Printable, %

NLANE UTF-8 Tadihd %)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

FTH T DRI T %, (CountryName /& Printable, %

Subject NLISHE UTF-8 Ttk 3)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Division of HPKI Registration

X|xX1O OO0 O 0|0 O |0 O O O] O |00|0]0l0|0

CommonName HPKI-01-HPKI_JV2- forNonRepudiation
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA B (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions O | ks &R 7.1.11) 2

HZHD, O] FE. TX] ERELEWT EEERT,

Copyright HAFEARIZ All rights reserved.

68



#£17.1.11 SHA-256 ¥t CAGIEAE T 7 7 )V (JL5EMEIK Extensions)

HH AL At Critical
authorityKeyldentifier O FALSE
keylIdentifier O | EAGEEAFEORF# D SHA-1 /Ny & 2 fH
. FTETDHEHT %,  (CountryName I
authorityCertlssuer O Printable, ZH LAY UTF-8 Tidihd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | KAGEEHEFO ) 7 IIVES
subejctKeyldentifier O | COREHFEDORE#D SHA-1 /Ny & 2 fH FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyldentifier O
[ certPolicyld O [1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
| cPSuri O | http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O HTDIMEHT %, (Countryl}farpe &
Printable, ZHLA54E UTF-8 Tadihd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O |ous Dlrgctor-General for Policy Planning and
Evaluation
ou=MHLW HPKI Root CA V2
cn=SARL
ilélérfl(?c]irgel?esource O http://hpki.mhlw.go.jp/repository/rlist/sarl2.crl
subjectInfoAccess X -
authorityInfoAccess AN FALSE

Fho, TOJ @FRE. TX] @FRELEZWVWT EBEXT,
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# 7.1.12 SHA-256 ®)IoaRalH CAGFHHE O 7 7 AL QA E)

HH RE i

Version Ver3 £ 9 %,
SerialNumber [ —RRRE R FEITS BaEHENTLI=— VRl L %,
Signature sha256WithRSAEncryption
Validity

NotBefore F¥ITHER (UTCTime TiXET 5,)

NotAfter thisUpdate + 20 £ELL N (UTCTime TREY %.)
Issuer T DIMEH T %i o (CountryName (& Printable, %

NLANE UTF-8 Tadihd %)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

FTH T DRI T %, (CountryName /& Printable, %

Subject NLISHE UTF-8 Ttk 3)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Division of HPKI Registration

X|xX1O OO0 O 0|0 O |0 O O O] O |00|0]0l0|0

CommonName HPKI-01-HPKI_JV2-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA B (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions O Lok (3R 7.1.13) &R

HZHD, O] FE. TX] ERELEWT EEERT,
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#£7.1.13 SHA-256 3foalalH CAGIFHE YT 7 7 1)V (JEEEfEIE Extensions)

HH AL At Critical
authorityKeyldentifier O FALSE
keylIdentifier O | EAGEEAFEORF# D SHA-1 /Ny & 2 fH
. FTETDHEHT %,  (CountryName I
authorityCertlssuer O Printable, ZH LAY UTF-8 Tidihd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | KAGEEHEFO ) 7 IIVES
subejctKeyldentifier O | COREHFEDORE#D SHA-1 /Ny & 2 fH FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyldentifier O
[ certPolicyld O [1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
| cPSuri O | http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O HTDIMEHT %, (Countryl}farpe &
Printable, ZHLA54E UTF-8 Tadihd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O |ous Dlrgctor-General for Policy Planning and
Evaluation
ou=MHLW HPKI Root CA V2
cn=SARL
ilélérfl(?c]irgel?esource O http://hpki.mhlw.go.jp/repository/rlist/sarl2.crl
subjectInfoAccess X -
authorityInfoAccess AN FALSE

Fho, TOJ @FRE. TX] @FRELEZWVWT EBEXT,
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#17.1.14 SHA-256 MHnBH4HAHE T O 7 7 A4 )0 GEAFHEIE)

HH BRE AihH
Version O | Verd &9 %,
SerialNumber O | F—fSERMNFEITT BatHENTLI=— I Rl L T %,
Signature O | sha256WithRSAEncryption
Validity O
NotBefore O | F¥7HE; (UTCTime TRET %)
NotAfter O | thisUpdate + 5 4ELLF (UTCTime TiRET %)
Issuer O T DIMEH T %i o (CountryName (& Printable, %
NLANE UTF-8 Tadihd %)
CountryName O |[JP
OrganizationName O Japan Medical Association
OrganizationUnitName O Division of HPKI Registration
CommonName O | HPKI-01-HPKI_JV2-forNonRepudiation
Subject O ﬁ*yﬁﬁl?@gjﬁﬂﬂ ER %; o (CountryName (& Printable, Z
NLAHE UTF-8 Tadihd %)
CountryName @) JP
OrganizationName O b”)\%?‘\\%ﬁ@%@%@%@i\i\ég
ZTDHHIEHERH 20— F Tk
OrganizationUnitName O bE)\% PR 0)%% = ®i%é\ci%2/ﬁ‘
Director | D72 15HN
CommonName O | MAZDRYZ 0 — < F 250K
SerialNumber O | FEAIEmAA R 5 75 £ 25l
SubjectPublicKeyInfo O
Algorithm O | rsaEncryption
SubjectPublicKey O | RSA 2 BH##E(2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | ks (R 7.1.15) 2

xR, TO) »E, TO) BHIcXoE, TA) A Fvay, T'x] BERELEWT EBET,
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#£17.1.15 SHA-1 MSEBLHGIHE YT 7 7 1)V (L5EEE Extensions)

HH AE Fi] Critical
authorityKeyldentifier O FALSE
keyIdentifier O | EAFRERAEO N D SHA-1 /Ny & 2 {d
. HHTDIMEHT %, (CountryName 1
authorityCertlssuer © | Printable. 2N UTF-8 Tiikd )
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfGEEAZED ) 7 IVES
subejctKeyldentifier O | TOREHAZFORFE#H D SHA-1 /Ny ¥ 28 FALSE
KeyUsage O | nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O | http://www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?égfféggﬁesource O | http//erl.pki.med.or.jp/repository/crl/crl-sign2.crl
subjectInfoAccess X
authorityInfoAccess JAN FALSE
Ko, TOJ FRoE, X FEELRNT E2EKT,
Copyright HARZEAARZ All rights reserved. 73



#17.1.16 SHA-256 WHbaBal HAtHE 7T 7 7 A4 )V GEAGHIE)

HH RE i
Version O | Verd &9 %,
SerialNumber O | F—fSRERMNFITT BatHENTLI=— I Rl L T %,
Signature O | sha256WithRSAEncryption
Validity O
NotBefore O | #¥¥7HE; (UTCTime TRET %)
NotAfter O | thisUpdate + 2 4Ll F (UTCTime TiRET %)
Issuer O T DIMEH 3‘%; o (CountryName (& Printable, %
NLANE UTF-8 Tadihd %)
CountryName O |[JP
OrganizationName O Japan Medical Association
OrganizationUnitName O Division of HPKI Registration
CommonName O HPKI-01-HPKI_JV2-forAuthentication-forIndividual
Subject O ﬁ*yﬁﬁl?@gjﬁﬂﬂ @‘%; o (CountryName (& Printable, Z
NN E UTF-8 Tadikd %)
CountryName @) JP
OrganizationName O bﬂj\%fiﬁ%ﬁ@%@%@%ébig\g
T D EIF R 72 0 — < Calal
OrganizationUnitName | O bE]\.%ﬁ%% 0)%% %@%{éﬂi%?ﬁ
Director | DT 7 K&K
CommonName O | MAZDRYZ 0 — < F 250K
SerialNumber O | FEAIEmAA R 5 75 £ 25l
SubjectPublicKeyInfo O
Algorithm O | rsaEncryption
SubjectPublicKey O | RSA 2 BH##E(2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O |k R 7.1.17) 2
Ko, TO) . TO) J\AICKORHE, AL ATvay, X @ERELENT EEZERT,
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% 7.1.17 SHA-256 NfJSERaEH]

AFHE T T 7 7 AV (EEEREE, Extensions)

HH A AE At Critical
authorityKeyldentifier O FALSE
keyIdentifier O | EAFEERAEO N D SHA-1 /Ny & 2 {d
. FE T DIFET B, (CountryName /& Printable,
authorityCertIssuer O Z SN UTF-8 Calhd 2)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfGEEAZED D) 7 )VES
subejctKeylIdentifier O | TORFAZFORFE#H D SHA-1 /Ny ¥ 28 FALSE
KeyUsage O | DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O | http://www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?égfféggﬁesource O | http://erl.pki.med.or.jp/repository/crl/crl-auth2.crl
subjectInfoAccess X
authorityInfoAccess JAN FALSE
KD, TOJ FRGE, X FRELENT &Z2KT,
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7.1.10 TRE KRR AL T EF DJETE (hcRole)
(D Y7V x7 b7 4 LT FYEMEHLSETO heRole @D

A% CPS Tld. HPKI-CP IZfEW, ISO 17090 THIE L7z heRole B2 FElicRd & 51c 71
T7AIVLTHWSZ EICT %,

subjectDirectoryAttributes D attrType [T ¢ hcRole 7% £ 7 OID
{id-hcpki-at-healthcareactor } ZiKE T %o

attrValue (& HCActorData T. HCActor @ codedData T!Z codeValueData (I 3",
codeDataFreeText %=\ 5,

A CPS Tl coding scheme reference ® OID & L T ISO coding scheme reference 7z U 9",
HPKI-CP TE®H 5Nz 7.3 DEMHZSNT 5 local coding scheme reference @ OID I,
{ iso(1) member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) }Z %, BEHIE, £T7.151TRT KD ICTE
R al 2 W UTFSstring TiRES %o

subject WEIDENEZH I %5513 HCActorData ([ E#&§#57 D HCActor ZiXET 5 T &
TZE %,

AL IABE D ESEAS A E N CEEERESEOEE DL IINAE T 5,

#7.1.5 HPKI &t 7 —7 )V (codeDataFreeText DEFE)

Bt (E=xER) Wt
‘Medical Doctor’ = fii
‘Dentist’ iR Rl
‘Pharmacist’ Sl
‘Medical Technologist’ AR A F
‘Radiological Technologist’ PR IR
‘Registered Nurse’ ErEhh
‘Public Health Nurse’ ORIERM
‘Midwife’ BhpERT
‘Physical Therapist’ i e
‘Occupational Therapist’ (=
‘Orthoptist’ fHREANI L
‘Speech Therapist’ SanlERE At
‘Dental Technician’ P T4
‘National Registered ‘Dietitian’ | BHI4E L
‘Certified Social Worker’ A=y (E I
‘Certified Care Worker’ PR
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‘Emergency Medical Technician’ | ¥t

‘Psychiatric Social Worker’ FE e Rkt
‘Clinical Engineer’ B PR T2t

‘Massage and Finger Pressure | &AEEY v Y — IG5l
Practitioner’

‘Acupuncturist’ RN

‘Moxibustion Practitioner’ X D Hl

‘Dental Hygienist’ piRHEE L

‘Prosthetics & Orthcetic’ R E A

‘Artificial Limb Fitter’ ESELZ I

‘Clinical Laboratory Technician’ | f# EME il

B (BRI OEEETS) | i

‘Director of Hospital’ kiR

‘Director of Clinic’ bR

‘Supervisor of Pharmacy’ B PR R

‘Proprietor of Pharmacy’ HEIR R &

‘Director’ T DA D PR 2 e Ak R BE O i PRES AT

) BELDOT— RREDZEHIE—F D Space (x20) &9 5,

5 Directors JE@MEZ i H 9 %% HE1E Subject 7 4 — )V KD OrganizationName M O
OrganizationUnitName (4 7H T, OrganizationName I {R{E EEME AR Y 2 RGE T o —<
FTHEM L. OrganizationUnitName I Director” DX 73|72 MAAT 5,

(2) HPKI hcRole @707 7 1)L
A CPS Tld. HPKI-CP IZEw>,
Toks1ic7a7 7 A4IVT B,

ISO TS 17090 ICE® 57z heRole J&MED ASN.1 Kid &L,
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hcRole ATTRIBUIE :

Il
—_

WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID

id-hcpki-at-healthcareactor}

-- Assignment of cbject identifier values
-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hecpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

-- Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body (2)
jp(392) mhlw(100495) jhpki (1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

-- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {

codedData [0] CodedData,

regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } -- Notel (Do not
use)

CodedData :: = SET {

codingSchemeReference [0] OBJECT IDENTIFIER,

-- Contains the ISO coding scheme Reference

-- or local coding scheme reference achieving ISO registration.

-- Local coding scheme reference in Japanese HPKI is id-jhpki-cdata
(defined above)

-- In this profile, use this OID: Note 2

-- At least ONE of the following SHALL be present

codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } -- Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP

Notel : HCActor @ regionalHcActorData (&. A& CPS Tl fHH L7xu>,
Note2 : HAD HPKI-CP TE®7z local coding scheme reference @ OID &, idjhpkicdata tiso(1)

member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } £9%, Z® OID (&, % 7.4 DERKLEZS
9%,

Note3 : 48 CPS Tl CodedData @ codeDataValue iAWV RW,
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Note4 : A CPS Tld. codeDataFreeText & L C®D DirecroryString IC135 7.4 ICHIE L7z ‘Medical
Doctor’ 7% E DHFERILDOEMH ZHW %, 7. DirecroryString (& UTF8String CL >/ 1
—RL7E8DZHS, vF U TIN—)VEINAF )=y F Tl K%,
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7.2

FERHEEZIY A R Ta T 7 A )L

ARFERRDFITT 5 CRLO T T 7 A JVOFMIE, & 7.2.1 DD &9 5,

J5h) A SR AT CRL T b U JE5RHE CRL LRI
SHA-1 )i #17.22 #1723 #1724
B HEEHERSY Ak
SHA-1 )i #1725 #1726 #17.2.7
aoal HRERHE LY A k
SHA-256 X5 %728 %729 #7210
B HEEHERSY A k
SHA-256 Xfi& #17.2.11 *17.2.12 #*17.2.13
aoal HRERHE LY Ak

721 N—Y g &S

ARG FITT % CRL 13, X.509CRL 74—~ MERXRDODNN=V g v 228D e T

%o

7.2.2 CRL & CRL T VU HLsERaRK

AFRRERNFEITT S CRLOT T 7 A )L 2L FITRT,

#7.2.2 SHA-1 HSEAHREHERN) A D77 7 1)l

T4 —IVE B wti
Version O | Ver2 &9 3%,
Signature O | shalWithRSAEncryption
Lssuor o %*ﬁﬁ(?@gﬂfﬁﬁﬁ‘é o (CountryName (& Printable. %
NLHNE UTF-8 Tidih 9 %)
CountryName O | JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O | Regulated Healthcare Professional Union CA
CommonName O | HPKI-01-HPKI_J- forNonRepudiation
ThisUpdata O | CRL¥ THEK; (UTCTime TaXET %5)
NextUpdate O | thisUpdate + 96 K§fii (UTCTime TiXET %,)
RevokedCertificates O
UserCertificate O | KF U TEEHZE D serialNumber 7% Gl
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RevocationDate O | KRHK 2T %,
CrlEntryExtensions O | frokiEE R 7.2.3) 2R
CrlExtensions O JEEmElE, (R 7.2.4) BIR

% 7.2.3 SHA-1 M OBXHEEHFE IV A 0T 07 7 1)L
(CRL = Y JIE5EHH crlEntryExtensions)

74—V R AR E AiHH Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

X 7.2.4 SHA-1 MSEXHEEHE RSNV A o707 7 1)l
(CRL #L5E 5 crlExtensions)

J4—J)VF RRIE AiHA Critical

AuthorityKeyldentifier O FALSE
keylIdentifier O | ZRERREFAZEO N D SHA-1 /Ny ¥ 2 (i
authorityCertIssuer O FEGOBINT 5. (Countryljfarfle =

Printable, ZNU5HE UTF-8 Talidd %)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | FREEREHZEOREHEZ S ) 7 IV ES

IssuerAltName X

CRLNumber O | 128bit LA FOIEDEEEL

DeltaCRLIndicator X

IssueingDistributionPoint X

FreshesCRL X
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#£7.2.5 SHA-1 WSaRaFHGEFHERY X v 7a 7 7 AL

T 4=V R R At
Version O | Ver2 &9 %,
Signature O | shalWithRSAEncryption
Lesuer o ﬁiﬁ(?@g}@ﬁﬁ@_é 0 (‘CountryName & Printable. %
NLUME UTF-8 Tadibd %)
CountryName O |JpP
OrganizationName O | Japan Medical Association
OrganizationUnitName O | Regulated Healthcare Professional Union CA
CommonName O HPKI-01-HPKI_J-forAuthentication-forIndividual
ThisUpdata O | CRL¥ THE; (UTCTime TiXET %)
NextUpdate O | thisUpdate + 96 K] (UTCTime TaZEd %.)
RevokedCertificates O
UserCertificate O | K UTREHE O serialNumber 72 Frilo
RevocationDate O | REhHW 21T %,
CrlEntryExtensions O | eskasE (£ 7.2.6) B
CrlExtensions O | R (&R 7.2.7) 2

% 7.2.6 SHA-1 MORBREHEEHE IS A o707 7 A )b
(CRL T~ kY $L5E1H crlEntryExtensions)

J4—I)VF 4 i Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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#£17.2.7 SHA-1 XGaRFEHAEAESSNY X o7 a7 7 1)V
(CRL #55EMEI crlExtensions)

J4—I)VEF 4 AiAA Critical
AuthorityKeyldentifier O FALSE
keyldentifier O | FREEREHZE OO SHA-1 7Ny & 2/
authorityCertlssuer o PR TFDOAERH T %, (Countryl?lame 4
Printable, Z1LU5HE UTF-8 Tadidid %)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | PBEHEREAZ OGREHE S ) 7L =
IssuerAltName X
CRLNumber O | 128bit L FDIEDREEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X

#17.2.8 SHA-256 Mo HarHELZN) A o 7a 7 7 A )b

T4 —IVE B wii
Version O | Ver2 &9 %,
Signature O | sha256WithRSAEncryption
Lssuor o %*ﬁﬁ(?@gﬂfﬁﬁﬁ‘é o (CountryName (& Printable. %
NL4E UTF-8 Calihd %)

CountryName O | JP

OrganizationName O | Japan Medical Association

OrganizationUnitName O | Division of HPKI Registration

CommonName O | HPKI-01-HPKI_JV2- forNonRepudiation
ThisUpdata O | CRL¥THK; (UTCTime TRAET %)
NextUpdate O | thisUpdate + 96 Kff] (UTCTime Ti¥ET %.)
RevokedCertificates O
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UserCertificate O | KR UTZEEHE O serialNumber 7 Gl#lo

RevocationDate O | REhHZEH# T %,

CrlEntryExtensions O | frokiEE (R 7.2.9) 2R
CrlExtensions O | IR (% 7.2.10) 2

% 17.2.9 SHA-256 WISBYHFEHFERZNY A D707 7 1)
(CRL T Y #L5E7H crlEntryExtensions)

J4—JVF RRIE AiH Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

% 7.2.10 SHA-256 MIGEVUHFEE RNV A b7 a7 7 A )b
(CRL L5, crlExtensions)

74—JVE R At Critical

AuthorityKeyldentifier O FALSE
keylIdentifier O | FRERRFAEO N D SHA-1 /Ny & 2 {d
authorityCertlssuer O H T DIMEHT %, (CountryIanme &

Printable, ZNU5HE UTF-8 Talidd %)
c=JP

0= Ministry of Health, Labour and
Welfare

directoryName ou= Director-General for Policy Planning

and Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | iREEREHZEOREHEZ S ) 7 IV ES

IssuerAltName X

CRLNumber O | 128bit L FDIEDFEEL

DeltaCRLIndicator X

IssueingDistributionPoint X

FreshesCRL X
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#£17.2.11 SHA-256 RtIoefalt HAFFHERZh) A v 7a 7 7 A1)

T 4=V R R At
Version O | Ver2 &9 %,
Signature O | sha256WithRSAEncryption
Lesuer o ﬁiﬁ(?@g}@ﬁﬁ@_é 0 (‘CountryName & Printable. %
NLUME UTF-8 Tadibd %)
CountryName O |JpP
OrganizationName O | Japan Medical Association
OrganizationUnitName O | Division of HPKI Registration
CommonName O HPKI-01-HPKI_JV2-forAuthentication-forIndividual
ThisUpdata O | CRL¥ THE; (UTCTime TiXET %)
NextUpdate O | thisUpdate + 96 K] (UTCTime TaZEd %.)
RevokedCertificates O
UserCertificate O | K UTREHE O serialNumber 72 Frilo
RevocationDate O | REhHW 21T %,
CrlEntryExtensions O | eskasE (F7.2.12) S
CrlExtensions O | R (& 7.2.13) 2

#7.2.12 SHA-256 WHbaBalt FHAFHZEIN Y A D707 7 1)V
(CRL T~ kY $L5E1H crlEntryExtensions)

J4—I)VF 4 i Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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#7.2.13 SHA-256 Xfbasat HAEHF LS X o7 a 7 7 A )b
(CRL #55EMEI crlExtensions)

PEGIZN 4 Gz Critical
AuthorityKeyldentifier O FALSE
keyldentifier O | FREEREHZE OB D SHA-1 7Ny & 2 f#
) BT DIHMIHT %, (CountryName (&
authorityCertlssuer O . .
Printable. Z1LW44E UTF-8 Tidihd %)
c=JP
o= Ministry of Health, Labour and
) Welfare
directoryName ou= Director-General for Policy Planning
and Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | PBEHEREAZ OGREHE S ) 7L =
IssuerAltName X
CRLNumber O | 128bit L FDIEDEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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7.3 OCSP /a7 7 Al
731 NN—T g EFE
HELEW,

7.3.2 OCSP fL5EfE K
HE L,
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8. UEUIEERE & T DR

8.1

8.2

8.3

8.4

8.5

8.6

i B

AGRALIR . HPKI-CP NOMEJUER B Z AT BE D RET 5 [HMEEBRELIEICET S
ISR RERIL R DR & EENC BT 2 WM SR IR LIS 2, HL., BE, #lE. &
7z £, FRALR ORBUC KRR Z NS > T B E B ICEE 2R M %, Ko, BH4a 1 41
FEDIF CRAEZ I %o

BSOS - B
BAEICE, VAT LEE. PKIRCY AT LbF 27 0 ICHT 3 H# e BRee b abeE
BEMEMENSG,

Bt & WA DBt
BB, RIEAYERMERIAZZTS B 72, ARRELR O A E PR T A O B s R
BIeRIC M U, AFSRLR & ORI BHIERGRZ R R nE LT %,

BAT—
EMMERIAORIAHH X, HPKI-CP, & CPS MU FHBHURERICHEILL T 5 T &2 HLbIC
Az EMT 5o

B AR HHAN DR
AGRRER . FRRE R AR E S DI RO & BEEIC B 2R IO 2 SEHE 2 FT %,

AGRALIRIE. REHE OIS T 2 ERGRMDFER SN ZRE . a2 K
U7 AEIE DERIMEIC R E S 2 ARG RIS E R E NI 81 A  WEEE & U HPKI #2
AEREMIRERICEBIEAIT 28D LT %, HU, ARFERERIE, AR OREE A XIZTE
MU EESD < BARELR D N THEHITRBIIC N LEEER R 2 NERT B L8 H 5,
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9. TOMhDHEZE b & LOHIH

9.1 K&
KRFHRICED DR RET ZHE1E. A CPS TIREDT. L&, B R2 LERIER
—é—%o

9.1.1 FEIEORIT XS IR
i LR,

9.1.2 FFHHEADT 7Y ZX¥4E
BUE L7zwy,

9.1.3 KINXUIFAT— X AHHRAND T 7 & AKE:
BUE LR,

9.1.4 ZDMOY—ERITHT 5 KE
BUE L7aw,

9.1.5 HAWVER LT
BUE L7aw,

9.2 [ EORIMT:
9.2.1 LREROIEHIHEH
BE L7au,

9.2.2 ZTODfDOEE
BUE L7300,

923 TV FRIVT 47T AITHT ZIRIRUIIRAE

BUE L7300,

9.3 FHIRMEMOMERE
9.3.1 HREIEIOHEIPH
AFIRERIWMRF S 2 INABE ORI, REIE. CRL, HilLmMNE®H % CPS D—{f& LTH]
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IRICANRENTZE DOZRE. BRI RE L TIDbN S, AZAERIE. EOEDICKEY
KU IMABIC K2 Hii DR ZIFI GG 2RO T TS Oz SIS BR Lsw,
AFEERE. DD BENTRE. AETHE . ITHRTFRE H 5 VIEHRTERE NS Z oMo
FREZICHE L TT RN X9 2 IEHBEMN R GBI U, B RF RS L L TiRb N 515
WMEZHRT BT ENTE S,

F IO B IFFICEE L TY FNA R T 277 L, ZEtt. SRR T Z Dt FEMSRIC
UTH. REEFERIEMEART SR E L TIbN 2 ERZFRT 22 LN TE 5,
IMAGEIHEORERIZ. ZOMAEICK > THHEFRTXREERTH 5, RalfaTld, Wy
BARGETEINSDHADT 7 AFREZRILL TR,

9.3.2 HEAIEHOHIPAI DI
ROTEHRIIIBENE L U TR,
AEHEICE TN TV 2 1EH
CRLICZEN TV S TEH
AFLRER N D D S, B LRRFOHIIRIE LI AR & 72> TR
FRICBE U TINAZIC X o THGBRE N TV 3 15

9.3.3 HENMRZRET 2 HIE
AFRRERIE, A CPS19.3.1 GO | THE S NIz RET 5 H5EZ8 5,
BL. AFGLRDRETT 2502, EOEDICEBHERTIMAHZIC X% HEiORHEZ13Tz
LEICHRT 5T ENH B, TORE ZTONHZND1G7H 3D 5 WIKTENZEHIFIC X D
ZOWHEHRZE=FICHRTH LI TER, IKEMDMDET, ZDX S TR L 725
A, TORIRRLIZEDE D

9.4 fANEHRDT T AN —1{ri#
941 TSANI—TSV
AGRAERNC BT ZIANTEIROE D NS DWTE. THASEAAIZS ENERRE TS 2
M3 %,

942 TIANY—b U TIHRESNDHEH
AFRAERE. RO ZIRE T X EEAERE LTHOHR S,
ARG A N ERE 25 Ff s A 0D H Y CUEE U 72 RO 1 T AEIEICE RN
W R
CRLICEH TN WIIAZ DEFALHE RSN E 723 I OB HNC BT 5 11 #
T O, AGRALR DT LI 1372 AE O8N
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9.4.3 TITANY—LIEIHEENZVIER
KON, BEFRE U TRD AR,
N SIS
CRL ICRC# & N7z lhR

9.4.4 (ANNFIRZRET 2 EIE
AFRRERIE. A CPS 19.4.2 NGRS B 1EH] THE S N FRZ &S % Bt

ZH9,

9.4.5 fEANTERDOMEHICEE B EANDEHI N TRl

AFREER . AT HRZ . FEHE T 35T OMMOREREEFIC BV THIHS % HAY TEATE

HeMH L. ZNDNOHNTIHANERZFHT 2551, ANSH LU THEAIL, FORAD

AEZE2EDET %, 12IZL, FiLDOLEETORD TR,
FABRZARNCTEINL, XIERNET 2 LICKORAIIHE=F0%m, Sk, MEZ
DMOMERFZEH T 2 BLZNDD 555G
FABRZARNTEL, XIERNET 2 T LIS KD YE% NG HREE F2EE ORER XL IE
LR 2 E T EBTNDH 555
[ OB ST R NHADNE T DOES 2 T 218179 5 T LI LT 19 2 05 h 5
BYETH- T, FIHEMZANSENL, IREKT 5 T LI KD HRFHDBITICSL
bz MIETBZNHH B & &,

9.4.6 HHETH XIXITBFRICHD < B
FHEREE ., 17 B0 Z DO OPE, mif. BiEEDNH - IG5 AR,
TBMEFRT BT ENTE S,

9.4.7 ZTOMMDIGEFRSE
A NTEHZ Tt UTeARN T 723 Z DIRBAD b LiZANICE T B RO RZ KD 5N Tzt
Al BEESD B TR SIS T, WREFRT %, TOYE, BRI 25E, EEEH
FICDWVTE, ElbRZROZEDOAIHET 5,

9.5 HMIHIFAFEME
AGRALIR E AL & DRITHIERDEGEN G ENIEWVIRD . AGRALR S 50— Ao

5 HWER KR OT— 23, ﬂkmﬁ”é%%@%ﬂk)@?% tDLd B,
MMAEREE @ ASfRERICRE ST 2METH 2,
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IMAZ DRV © (R TE R T RGEBHA DA BB D 59, RIS &S 25 R0 3
2T B IAZICIRET BWMETH S,

IMAE DR - R TIE R T2 REEBA DA H D 59, Sk S A #RZTHA S
ZMAEZCRET BMETH %,

IMAEREE K GINAF L B 72 K409 2 AERH BRI A © ARSRERICIRIE S 2 METH
%o

A CPS : ABitRICwE S 2 CEIEEST) TH 5,

A CPS I1.1.1 BIEMIE | T/Rd CP: CP THRIES N BEEFWENRET S [IRIEENR
fatk o BPIC B B NGB ARG R OBl &IPS 2 SRS ICIRIE I B W G
TFHEZ L) TH B,

9.6 FKHHRGLE
9.6.1 NALR DORHRGEE
AFARIE. ZOEBEICH D, A CPSICHE DO THIAZ K URGEEZ IS U T FORRRL
ELTOEMEZED,

T 29— X LEHADOETH, A CPSI1.1.1 BE#BE | 1I/R9 CP DEM KR UA CPS
IiE->Tirbhal &
TBAEIEOFRITIRHIC, WS DOHGENAEDEROMRZIEFICITS T L

HEEE OHGEICHEDWNT, HENAZ EMICGER LI EFHEHEZR T 52 &
INFPREZ B FE AR E 2 RS ICHERICmIT 5 2 &

MMAED S ORINPGEZ MR, ZH UGG, Ukt IS DWW THEFIC IS 217 5
ck

CRL. ARL X EDQHEEHRIFZ Y RY MU MEHRLFHA Web ¥4 k7218 U TERPMICAHH
gL

CRL. ARL OEHICHT2D ., ¥ AT LMRSFEEFIC K 5 —FHF (L PERRER L 215750
BEOEIEZRRE, FITRIGEHMICY RY B VISER L., S50 E FRiHZEO )
HEMTINE E TR LTS &

A CPS I'5 Py, FhiZ L. AN LO#H kT T6 Hffiytd oV 7 ¢ B IS,
PRRERRR B U, 2 COREROMERICOWT, N, S, HHIh2 X 5%
BEZREBHFICK DM 2ECETERNWT &

CARNEHD, BFRFHER CEHEINY A MCBAT 2D RFIfHEI NS C &
B REHE . CRL HFOEXDFI TR AW TA CPS 17 GfHE & CRL/ARL O 717
7)) E—HLTWVWBET L

HEEE O EAOHERICB W THH LI E R 2 SO S MOERZ A, WS AFMEE LR
WHIETAR CPS [5.5.2 7—74 7 DIREMR] ICEHLHBRET S &
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MAEZDHFS (subjectDN) 12 DWTC, ZDO—EMZREtalfelc LT

9.6.2 %FiRt)m DOERIIREE
HER R L FOEEICH U TEEZRzTED LT 5,
AEHERITICH T2 0 . ARANMERERE 72 EREIHEFIH 55 S O E S MGEZ TS T &
IMAE D OFFAEISOHEEICH 120 . Z DOHGEHHOZ S 7x IS DWW G IE 2R MREE
Ziro &
MAZDZH (subjectDN) IZDWT, ZTO—EMEZMGEERIREIC L THL T &
FATR CTHER L7 Rl HE @ YICHGE, BATESLHIcLTBlTE
Al BN & R TE 2 5RalE R IS Z AN U, Bl 2 L 2ICRE T 52 &
AERHEICRNHEE 21T 9 a1, A CPS [4.9.3 AFIHERZNOUIR T4 | 1t > THIIHGE
Zhlted s L
AEHEDOMGED T8, FIRFHENED X 51, HERE NI ZEFAREAR K 51T,
AERHEE DVERRESR U IRNELR IR E DA N b e, FRRERICEE LG aZRE., AtHE
DA 7% 10 ERMRFET B C &

9.6.3 fAFEDERYILRGEL
AFRER OIAZ I FOEEZRIZTED LT B,

(D REAEFITHRENRICN S 2 HIT:
AFRRERICFITHE 217 5 a . BRICHeRd 28 EMOANEFICDNT, Mk IE
WEICRLA S B HEZRIZT T Lo

(2)  FIHHEOMTFET
MMAZE DB FIFHEZ. A& CPS U4 CPS M1.1.1 BIEEE | 1I/RT CPICHit > THAT
ENB, TDID, MAHZIFZ, A CPS KUA CPS M.1.1 BIEE ) ITRT CPICHESE
N2 FIHIE R O IERE 2874 2 BT 2R3 &,

(3) WA EOEMHEME
MAE R, MABERARZREL, fk, B LEA. TRBBHEIND L2z2Pik
TRDICZUEREZLD T L,

(4) REPAERCHEFHOMRET
MAFE . IAEFEAE ORI DWW TN A EAEIHE OZMHERICHERR Z1TU . HEE
WA EHEZ D ZMERT B &, Ko, TOBROMAFMHEMHES, SIEANAICD
WTHHR E OTEEDFEE LT AICIE, EeMICURZREHE DRI T E 2175 T &,
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(5) HPHRINHEHICHNT 5 BT
A CPS 14.9.1 GEERNOEN ] ITHESN TS HEEMNEE LS EICIE. A
(3P ISR 21T 2 A2 RTz 9 T Lo

(6) AEHIERCHF AN DB ERNGHRAL HE O e U g % 51T
MAE R, MAZOE® . (FEafd's. FAX &5 E‘é?%—ﬂﬁ’ FLA) FDOMMAALE
HIFICRC S NTOAROHIH TS QR IHHICEENE U6, ARSHRICH T H 2
P

9.6.4 MRALEH DRYILREL
AFRRER OMGEEE FLL FOEEZRIzTED LT B,

(1D FIHHEOBEFET
AFEER D SFITE NS EFREHEIE. A CPS KUA CPS 11.1.1 BE#ENE | 1IRd
CPICHE- THITE NS, T Do, MEEH X, A CPS NUA CPS 1.1.1 BI#EEE ] I
Y CPICHIE ENZRMABUE M UEEILE 285 58tz T b, £z, EFE
HHEOFAICEE LU CRMEEROEH 2T T &,

(2) FEAAERCHERHOMRRELT:
MEEE &, B FatiEZFHT 2E8C. TOANMEZHERT 2BEND 5, AXNIEOH
mlicld. LFORENETENS,

BFAEHEOZEXMIELNT &

BREIHEO AR IN TN &

BAAEHENRZI L TWisna &

BAAEHEMFAREIC K LTV AN &

T AEHEOREFEDA CPS 17 GEHEE CRIJARL D707 7 A )] IZididEn

TWVWB7a77VERBLTVAT L

FRC, ROMGEZFMT BT &
- OID KU Issuer D CN A HPKI-CP Ic—#L TW\W5Z &
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